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Q: Rate the challenges/issues ascribed to the 'cloud’/on-demand model
(1=not significant, 5=very significant)

Security

Performance

Availability

Hard to integrate with in-house IT

Not enough ability to customize

Worried on-demand will cost more
Bringing back in-house may be difficult
Regulatory requirements prohibit cloud

Not enough major suppliers yet

Source: IDC Enterprise Panel, August 2008 n=244
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* Privileged operator access

« Regulatory compliance

« Data location

 Data segregation
« Recovery
« Investigative support

« Long-term viability
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Google Fires Employee Accused Of Spying On Kids

By Phil Villarreal on September 16, 2010 9:15 AM

For a Google engineer who was fired in July, it apparently wasn't enough just to
Google people in order to stalk them. Instead, he allegedly abused his access
and violated the company's privacy policies to snoop on Users,

by
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Valleywag reports the man spied on four teenagers, peeking in on emails, chats
and Google Talk call logs for several months before the company discovered
what was going an.
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Cloudvisor: retrofitting protection of virtual machines in multi-tenant cloud with nested
virtualization, SOSP’11.
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Architecture Support for Guest-Transparent VM Protection from Untrusted Hypervisor
and Physical Attacks, HPCA’13
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